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Abstract—MD5 hash function was designed as an 

improvement and strengthened successor of the MD4 hash 
function by Ron Rivest [4]. It quickly gained popularity, but 
not long after its publication it was subjected to a number of 
attacks which discovered many weaknesses [1][2][3]. Klima’s 
tunneling method is the fastest and the most understood 
method of finding collisions in MD5. In this paper we 
examine the possibilities for parallel and distributed 
implementation of Klima’s tunneling method. We present 
theoretical comparisons of two parallel and distributed 
exhaustive search methods. 
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I. INTRODUCTION 
Hash functions are famous primitive functions that are used in 
cryptography in many secure applications such as 
authentication protocols, digital signatures, etc. 
The cryptographic value of a hash function relies on these 
notions of security: for a hash function h, with domain D, and 
range R we require the following three properties [7]: 
1. For a given Ry∈ , it is computationally infeasible to find 

Dx∈  such that yxh =)( . 
2. For a given Dx∈ it is computationally infeasible to find 
another Dx∈'  such that 'xx ≠  and )'()( xhxh =  
3. It is computationally infeasible to find different Dxx ∈',  
such that 'xx ≠  and )'()( xhxh = . 
Message Digest 5 (MD5) function is a successor of the MD4 
hash function [8], presented by Ron Rivest in 1992 [4]. It is 
well known 128-bit iterated hash function, used in many 
applications such as SSL/TLS, and IPSec. MD5 is also used in 
many distributed file systems, time-stamping mechanisms, and 
pseudo random-number generation. 
In this paper we summarize the collision attacks on MD5 from 
[2] and [3]. We briefly explain the “multi-message modifi-
cation” technique introduced by Wang [2] and the tunneling 
method by Klima [3]. We then use the source code for 
Klima’s attack available on the web1  to design and test two 
parallel and distributed implementation of this attack. We 
theoretically analyze the performance of these two exhaustive 
search techniques. These results are applicable not only to 
Klima’s tunneling method but also to other exhaustive search 
methods. 
This paper is organized as follows. In section II we describe 
the idea behind the MD5 algorithm short, followed by an 
explanation of the two collision attacks described by Wang [2] 

 
1 http://cryptography.hyperlink.cz 

and Klima [3]. In section III we give a Section IV presents our 
practical implementation of the two methods for dividing the 
search space of random generated numbers, which are 
responsible for finding a collision.  

II. BACKGROUND 

A. The MD5 Algorithm and compression function 
MD5 is a hash function in the Merkle-Damgard paradigm, 
designed by Ron Rivest. The security of this hash function 
reduces to the security of its compression function. The 
compression function takes as an input a block m of 512 bits 
together with an initialization vector (intermediate hash value) 
IHV=(a, b, c, d) of 128 bits and outputs the new IHV’ of 128 
bits. The IHV for the first block is fixed in the algorithm, and 
it is called the MD5 initial value.  
What is the difference between collision and semi-collision? 
Suppose that a given hash function h based on some 
compression function f is given. A collision of the 
compression function consist of an initial value IV and two 
different inputs χ and χ , such that: 

);();( χχ IVfIVf =  
The term pseudo-collision of the compression function is used 
if two different initial values IV and IV and possibly 

identical inputs χ and χ  are given such that: 

);();( χχ IVfIVf =  
The finding of pseudo-collision shows that the compression 
function has a weakness.  
Next, we give a brief overview of the compression function in 
MD5. 
The steps in the compression process of MD5 are based upon 
these word operations (word denotes a 32-bit quantity) [1]: 

• Bitwise Boolean operations 
• Addition modulo 232 
• Cyclic shifts 

These operations are chosen because (i) they can be computed 
very fast on 32bit processors; and (ii) the mixture between 
Boolean operations and the addition is believed to be 
cryptographically strong.  
RL(x, n) and RR(x, n) denote left and right rotation of the word 
x over n bits. Each block m is split into 16 words m0, …, m15 
(4 rounds) and is expanded into a series of 64 words Wt: 
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This compression function has a working state of Qt, Qt-1, Qt-2, 
Qt-3, which is initialized to the IHV split into four words 
IHV0,…, IHV3 in this order: 

10 IHVQ = , 21 IHVQ =− , 32 IHVQ =− , 03 IHVQ =− . 
The 64 steps in this compression function are executed in the 
following order: 
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For t=0, …, 63 the compression function maintains a working 
register with four state words Qt, Qt-1, Qt-2, and Qt-3. These are 
initialized as (Q0, Q-1, Q-2, Q-3) = (b, c, d, a) and for t=0,…63 
follows: 

),,( 21 −−= ttttt QQQfF ; 

ttttt WACQFT +++= −3 ; 

),( ttt RCTRLR = ; 

ttt RQQ +=+1  
ACt and RCt denote the addition and rotation constants. 
After all steps are computed, the resulting state words are 
added to the IHV and returned as output: 

),,,(),(_5 62636461 QdQcQbQaBIHVCfMD ++++=
where MD5_Cf  denotes the MD5 Compression Function, and 
B is a message block. 

B. Wang’s and Klima’s Attacks 
The first attack of the MD5 hash was the so called semi 
collision attack, presented by Hans Dobbertin [1], in which a 
collision is found only in the first block of the message, as a 
weakness of the compression function that is an essential part 
of creating the hash output. A collision is found with a chosen 
IV different from the MD5’s IV. Years later, a powerful attack 
was presented by Wang et al. in their paper [2] using the 
multi-message modification method. That was the first full 
attack of the MD5 hash function, that is, it managed to find 
collisions in two blocks. Their work was murky, with not 
many details, containing only some confusing details of the 
collisions and branch of results. Wang’s attack was able to 
find collision on the first block in about 15 minutes on a super 
computer. Their method was subsequently used by many 
researchers. Klima [3] was motivated by the published data in 
the unclearly written paper of Wang, fully described his own 
method, and has generated collisions. Then, he announces a 
better algorithm [3], improving the time of searching the 
collisions on a single Notebook PC [3]. Klima’s method was 
far quicker than the Wang’s one: the generation of the first 
block of collision of the message was 1000-2000 times faster 

than the Chinese one. The method is known as tunneling, in 
which many tunnels are found to design appropriate 
differential schemes. That method works for any initialization 
vector (IV), and can find a collision on a simple PC notebook 
in about a minute. With this method, it is faster to find 
collisions for the first block than for the second block. Klima 
publishes the source code of his method on his site, only for 
educational purposes, in contrast to the Chinese team [2] 
whose algorithm is not yet completely know. The program 
exhaustively searches the space of input blocks starting from a 
random position. It then calculates a different input which 
generates the same output. Many papers, including [5] and [6], 
helped us understand the functions and the mathematics 
behind the MD5 collisions, including the Wang’s method. 
Wang and Yu presented a powerful attack on MD5 in their 
paper [2]. Their attack is based on a combined additive and 
XOR method. Using these differentials methods, they’ve 
constructed two differential paths for the MD5_Cf , which can 
be used to generate a collision of MD5 itself. Their paths 
describe how differences between two pairs (IHV, B) and 
(IHV’, B’) of an intermediate hash value and an accompanying 
message block, propagate through the MD5_Cf. Using their 
collision finding algorithm they search a collision consisting 
of two consecutive pairs of blocks (B0, B0

’) and (B1, B1
’), 

satisfying the two differential paths which starts from arbitrary 
IHV = IHV’. Their attack can be used to create two messages 
M and M’ with the same hash that only differ slightly in two 
subsequent blocks. 
As differences, the combination of both integer modular 
substraction and XOR is used. Their combination gives more 
information than each by themselves. This combination also 
gives the integer differences (-1, 0, or +1) between each pair 
of bits X[i] and X’[i] for 0 ≤ i ≤  31.  
On the other hand, the differential paths for both blocks are 
constructed specifically to create a collision. The differential 
paths describe precisely for each of the 64 steps of MD5 what 
the differences are in the working state and how these 
differences pass through the Boolean function and the 
rotation. 
This attack finds MD5 collisions in about 15 minutes up to an 
hour on a super computer (IBM P690), with a cost of about 
239 compressions for the first message block. Since their 
paper, many improvements were made. Based on this 
technique and on these differential paths, collision for MD5 
can be found in several seconds using a single Notebook PC, a 
technique called tunnels [3], which was a great breakthrough 
for the MD5 hash function. Also as an improvement in 2006 
was presented a technique called controlling rotations in the 
first round in [6]. 
All of the results presented in [1] and [2] inspired Klima to do 
some improvements of the algorithms. Klima uses the 
sufficient conditions, defined by Wang, from the beginning of 
the set to the point. He didn’t change the conditions, but he 
verifies the remaining sufficient conditions, what he calls it a 
“point of verification” or POV. In MD5, using these sufficient 
conditions, there are 29 conditions, so Klima need to obtain 
229 POVs. As he says in [3], one of them will randomly fulfill 
the remaining conditions and will lead to a collision. 
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The method tunneling begins in the POV. It is enough only 
one POV, because it will continue to create series of POVs by 
one or several tunnels. He uses a tunnel with strength of 24 to 
generate 224 new POVs. Klima’s tunnels sped up the collision 
search by a factor of about 1000-2000 times compared to 
Wang’s method. Klima claims that finding a tunnel is very 
difficult, because a sufficient condition in a given differential 
scheme blocks it up. Then he artificially creates a differential 
scheme, which contains tunnels, which led it to a collision. 
This method works with any IV. Klima suppose that he and 
his team will create differential schemes that can be used not 
only for MD5, but also for SHA-1 and SHA-2, which will 
involve useful tunnels.  
Algorithm’s source code is published on Klima’s Web site2; 
it’s free and can be used for analysis and improvements of the 
algorithm. We use this code for an educational and 
experimental purpose only. To be more precise, we will take a 
look at the generation of random numbers. 

III. PARALLEL AND DISTRIBUTED IMPLEMENTATION OF 
KLIMA’S ATTACK 

Next, we propose a parallel distributed search for collisions 
using Klima’s method. We compare two methods for division 
of the search space. We derive the probability distribution 
function for the searching time for both methods. 
Theoretically and experimentally we prove that the first 
method yields better results. We argue that the first method 
yields better results for exhaustive search attacks against other 
algorithms and hash functions. 

A. Theoretical results 
Two methods for partition of the search space are explained 

next: 
1. Random subspaces: Number of search agents is not 

known in advance. One directional communication 
exists from search agents to central server, which is 
used by a search agent to communicate to the central 
server about a found solution. New search agents join 
at run time. Each search agent randomly chooses its 
search subspace. Each search agent starts from a 
randomly chosen starting point. Therefore, the size of 
the subspace searched by an agent can vary between 0 
and the size of the entire search space. 

2. Semi-equal subspaces: Number of search agents is not 
known in advance, and two directional communication 
exists between central server and search agents. New 
search agents can register at run time. Search subspace 
is allocated and communicated to each search agent by 
the central server as it registers. Search subspace 
depends on the current number of search agents. Let [0, 
N-1] denote the entire search space. Then the first 
agent will start its search from point 0. Second agent 
will start the search from point N/2. Third agent will 
start from point N/4, and the next agent will start from 
the point 3N/4. The next agents will start from points 

 
2 http://cryptography.hyperlink.cz/MD5_collisions.html 

N/8, 3N/8, 5N/8, 7N/8 etc.  
3. Equal subspaces: Number of search agents is known in 

advance, and two directional communication exists 
between central server and search agents. Search 
subspace is allocated and communicated to each search 
agent in advance. All search subspaces are of equal 
size. 

Following figure gives the average size of the subspaces 
allocated to search agents for the three methods. Average 
search time is proportional to the average size of the 
subspaces. 
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Figure 1: Comparison of performances of the three searching methods. 

As expected Equal subspaces method produces the best 
performance, i.e., the shortest average search time. Semi-equal 
subspaces method produces performance which are close to 
the ones produced by the Equal subspaces method. Random 
subspaces method results in significantly slower search times. 
For example, 20 search agents using the random subspaces 
method will produce same performance as 12 search agents 
using the semi-equal subspaces method 

B. Practical implementation 
As a practical implementation, we have created an application 
for experimental purposes only. The application is created in 
Adobe Flash CS3. Experimentally we compare Semi-equal 
subspaces and Random subspaces methods. 
In the Semi-equal subspaces method, the searching subspace 
is shrinking as the number of search agents is growing. Thus, 
if there is only one search agent in the system, then it searches 
the whole range. When there is a second search agent in the 
system, then its searching subspace is the second half of the 
whole space. If a random number is located in the second half 
of the range, then the second search agent will find it faster 
than the first search agent. With this, the space and time of 
searching is divided by half, for each next searching agent. 
Each time a new search agent joins the search, it is given to 
search the second half of the currently largest search subspace. 
On Figure 2 we give an example of 8 search agents, with their 
allocated search subspaces. 
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Figure 2: The semi-equal subspaces method 

The range for generating a random number in the Klima’s 
MD5 application is from 0 – 215, what presents the range of 
the RANDMAX operation in C++. Our application divides 
that range by half for each new search agent, and with that the 
time of searching a random number is also divided by half. 
In the Random-subspaces method the starting point of the 
searching subspace for each search agent is randomly chosen. 
 

 
Figure 3: The Random-subspaces method 

In Figure 3 we present the Random-subspaces method, with 
two search agents in the systems. As show, the first search 
agent searches the random number in the range a, and the 
second search agent searches in the range b,. Both agents have 
random range, and appear randomly on the scale. 
Figure 4 presents an excerption of the Klima’s application. In 
a given range, depending on what method is used, it starts by 
finding a random big-endian value, and in a period of time it 
finishes when it finds a collision in the first block, and 
continues with finding a collision in the second block, if it 
finds it. If not, it starts with a different random big-endian 
value for finding a collision again in the first block, until 
accomplishing a full collision. 
 

 
Figure 3: The MD5 application for finding collisions 

IV. CONCLUSION 
In this paper we show a survey of the MD5 hash function and 
many of its attacks. We demonstrate different attacks, 
beginning from the first attack after a few years of presenting 
the MD5 hash function, until the powerful attack of Wang and 
Klima. We give a brief explanation of their attacks, and 
inspired by Klima’s application for finding a collision on a 
simple Notebook, we went far more beyond him. His 
generation of random numbers inspired us to take a step 
beyond his work. The division of the range of searching the 
numbers gives shorter and more specific time of searching. 
We show 2 methods of dividing the searching space, show 
which of them yields better results, and conclude the results of 
them. 
As a future work we will work on an application that 
implements better methods for finding a random number in a 
given range, and that gives far better results of collisions in 
any hash function. 
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