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Chaos-Based Random Number Generators—Part I:
Analysis

Toni Stojanovski and Ljugo Kocarey Senior Member, IEEE

Abstract—This paper and its companion (Part Il) are devoted requires a truly random sequence, and PRNGs are inappro-
to the analysis of the application of a chaotic piecewise-linear one- priate for such a purpose. It is also an absolute necessity that

dimensional (PL1D) map as random number generator (RNG). ; TSI ; ; ;
Piecewise linearity of the map enables us to mathematically find cryptographic keys and initialization variables in cryptographic

parameter values for which a generating partition is Markov and protocols are ge”erat?d by RNGs. OtherW|§e, if a ,PRNG IS
the RNG behaves as a Markov information source, and then to €mployed, then security of the cryptographic algorithm and
mathematically analyze the information generation process and protocol can be no higher than the security of the PRNG. So,
the RNG. In the companion paper we discuss practical aspects of in all these cases where PRNGs are not suitable and unpre-
our chaos-based RNGs. dictability isa more important requirement than repeatibility,
Index Terms—Chaos, random number generator, symbolic dy- one must turn to generators of truly random numbers. In the
namics. remaining part of the paper we will use the notion RNG to
denote solely the generators of truly random numbers.
I. INTRODUCTION It is widely accepted that the core of any RNG must be an

) intrinsically random physical process. So, it is no surprise that
R ANDOM number generators (RNGs) are useful in everpe proposals and implementations of RNGs range from tossing

_\ scientific area which uses Monte Carlo methods [1]. It ig coin, throwing a dice [3], drawing from a urn, drawing from a
difficult to imagine a scientific area where Monte Carlo method$eck of cards and spinning a roulette to measuring thermal noise
and RNGs are not used. Extremely important is the applicatiggm a resistor and shot noise from a Zener diode or a vacuum
of RNGs in cryptography for generation of cryptographic keygyhe [4]-[9], measuring radioactive decay from a radioactive
and random initialization of certain variables in cryptographiggrce [4]-[6], [10], integrating dark current from a metal insu-
protocols. lator semiconductor capacitor [11], detecting locations of pho-

The choice of the RNG for a specific application depends Qgeyents [12], and sampling a stable high-frequency oscillator
the requirements specific to the given application. If the abilityith an unstable low-frequency clock [13]-[15]. There exist cer-
to regenerate the random sequence is of crucial significang, methods to convert the assumed randomness of a physical
such as debugging simulations, or the randomness requiigscess into a sequence of discrete random variables (desirably
ments are not very stringent (flying through space on yoi{gependent and with identical distribution), most usually bi-
screen saver), or the hardware generation costs are unjustifig¢hy ones, and later on to derive the desired distribution from
then one should resort to pseudo-random number generaifgsn. These methods suffer from the random and uncontrollable
(PRNGs). PRNGs are algorithms implemented on finite-sta§@pearance of the random physical process, and consequently
machines and are capable of generating sequences of nNUMBgF§duce biases in the binary sequence. In order to reduce any
which appear random-like from many aspects. Though thgysses in the produced distribution, postprocessing of the pro-
are necessarily periodic (“Anyone who considers arithmeticg|,ced sequence on a digital computer is usually done. Finally,
methods of producing random digits is, of course, in & stafge proper design and correct work (no silent breakdowns) of
of sin”, John von Neumann), their periods are very long, thqle RNG, and the assumed randomness of the physical process
pass many statistical tests and can be easily implemented {8 checked via extensive statistical tests. However, one should
simple and fast software routines. However, when ultimajgep in mind that no finite number of statistical tests can prove
security is necessary one must turn to the only cipher whighat a sequence is random, tests can only show that a sequence
is theoretically unbreakable—one-time pad [2]. This ciph& not random.

Theory and tools of nonlinear systems and their chaotic
behavior have provided an alternative and qualitatively different
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and by its defining equations, and random in macroscopic spaaose defining mapg : S — S contain no random terms of
For our RNG, we can understand the mechanism of informany nature (noisy perturbations of the system’s state, random
tion source and can analytically analyze it in terms of Markovariations of the parameter values etc.). We examine only dy-
source state transition probabilities. Therefore, for our chaotiamical systems whose evolution is determined by the defining
RNG and for any other chaotic RNG whose information gerector field and the initial conditior; . However, to completely
eration mechanism is completely understood and analymedspecify an initial condition an infinite amount of information
principal at theoretical levethere is no need for statistical testsand a measuring system with an infinite precision are required,
Our chaos-based RNG is mathematically proven to act as anviiich are both intractable. What are the effects of a measuring
formation source, is not prone to silent breakdowns, its optimusgstem’s finite precision?

parameters can be found, and it can be efficiently implementedMeasuring an initial (and future) state is equivalent to parti-

on-chip. tioning the state space into a finite number of regions, and ob-
Here is the layout of our paper. In Section II-A we definaserving the evolution in this macroscopic world. Any setof
the notion of RNG. Section II-B introduces some notions fromisjoint regions? = {Cy, ..., C,, } which covers the state space

the theory of chaos which are necessary for the remaining disof (1) is called a partition of (1), that is
cussion, and mathematically describes randomness and unpre-

dictability of deterministic chaos. Section Il shows the way a

RNG based on a chaotic map can be analyzed. Concluding = 1C1 -5 Cm}
marks are given in Section IV.

Uci=s cnc; =0, forisj.

=1

The partition withm = 1 is called trivial partition. For a parti-
[I. CHAOS AND RNGs tion 3, we denote the union of boundaries between regioris of

. . asB(g3). If we allow for the regions off to overlap, then the set
Theory of chaos, as a branch of theory of nonlinear dynamic is called open cover af.

systems, has brought to our attention a somewhat surprising fac unique symbol = o(C;),i € M = {1,2 m) is as-
low-dimensional dynamical systems are capable of complex ned to every regiodi; € /3. The process of partitioning the

. : i 8}1, and the resulting macroscopic dynamics are called sym-
sequence. Making the RNG susceptible to influences from malyjic dynamics. Denote withr = [[°°, M, the space of all
. = 1l;2: M,

independent random influences, as in [15], is not a neceSSitysequenceQ(OO — X, X,...X,...with infinite length, where
o= X ,

o X; € M. This way, we obtain a maps : S — ¥ defined as

A. Definition of RNG

Definition 1: An ideal RNG is a discretmemorylesinfor-  pp(x1) = Xi° & 17 (x1) € Cx, & x1 €[ £ (Cx,),
mation source (DMIS) that generatguiprobablesymbols. An j
RNG is a discrete information source with positive entrofy. forj>1

An RNG is desired to generate a sequence of independent,
identically distributed random variables. As shown later owhich assigns a sequenc&™ € W to every pointx; € S,
several causes make it extremely difficult to implement an ideaihd X ; is the symbol generated at tijeSince (1) is chaotic,
RNG. A practical RNG behaves as an information source wif#(C;), j > 1, may expand over several regions for saine 3.
memory and generates nonequiprobable symbols. WheneWiferent initial states belonging to the same regibg, will
appropriate, we will use the terbiased RNGo distinguish it produce different observations at some later tjime 1. From
from the notion of ideal RNG as defined in Def. 1. the viewpoint of our measuring system, identical macroscopic

Quality of a biased RNG will be measured through its reduinitial states evolve differently. A loss of determinism occurred,
dancyp = log, @ — h where@ andh are cardinality and en- and transitions between the regionsfbtan only be specified
tropy (to be defined later on in Section II) of the correspondingy means of probabilities. Partitioning of the state space turns
information source, respectively. Redundancy of an ideal RNi@e deterministic chaotic system (1) into an ergodic information
is equal to 0, and a nonzero redundancy of a biased RNG is@urce which can be analyzed in terms of information theory.
measure of its deviation from an ideal RNG. As an illustratiokrgodicity of the source follows from the assumption that (1)
of the usefulness of redundancy, we give an example. If an RNi@s a single chaotic attractor, that is, from the ergodicity of its
with redundancy generates cryptographic keys with lengéh invariant measure [25]. The source tends to become stationary
bits, then an enemy will search on average »)V keys before for mixing maps, in which case every initial measure leads to the
finding the right key and an effective length of the keys can &fgodic invariant measure. For the newly obtained information

defined asV, = (1 — p)V. source one can compute entropies
B. Randomness in Deterministic Chaos H == P(X})log P(XT)
X7

Throughout the paper, we will be considering odtermin-

istic chaoticdiscrete time dynamical systems with P(X™) being the probability of occurrence of trajectory

subsequence (wordj?. H? quantifies the average uncertainty
Xp1 =f(x,); x€ SCRY (1) when predicting words of length. Throughout the paper, we
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use logarithms with base 2 and the amount of information will lll. ANALYSIS OF CHAOS-BASED RNGs
be expressed in bits. The conditional entropy of thet 1)-th

. i . i A. Simplicity of Piecewise Linearity
symbol in the macroscopic trajectory when the previogsym-

bols are known is equal to Current knowledge in chaos theory allows us to rigorously
analyze only very simple dynamical systems, while for high-di-
; , HY, —HP, forn>1 mensional systems or those with complicated nonlinearity one
hp=H, \,= { HT‘L’ forn — 0 must rely on numerical analysis. The advantages of chaos-based
L B RNGs over classical ones emerge from the existence of math-
Source entropy of (1) for a partitiofis defined by ematical tools for analysis of chaotic systems, and particularly
from their information generation mechanism. Therefore, when
B — lim h° — lim le" one designs a chaos-based RNG, one should stick to the simplest
oo T nSeon P to analyze and understand chaotic systems. As shown later on,

o _ this ability is the key for the optimum design of an RNG. Con-
Kolmogorov-Sinai (KS) entropy of (1) is the supremum of thgequently, it is no surprise that we choose and analyze a class of

source entropy over all possible partitions PL1D maps defined with
hks = sup h°. U qy + ky(z), —Tr), forz!, < Ty @)
8 ntl q’Q + /%/2(.7}% — TL), for .T;L >1Tr,

If h® = hgs, theng3 is a generating partition. An interestingwherek!, k), > 1,¢; > Tr > ¢,. As map (2) is expanding
property of a generating partitiofi is that the corresponding everywhere, there are no micro Feigenbaum diagrams (there are
mapy.s is injective, that isx’ # x”/ = pg(x’) # pg(x”). no stable periodic windows) in the chaotic region.

Turning a deterministic chaotic system into an information Why do we consider PL1D maps as being very simple? 1) A
source via partitioning of the state-space is not in collision with-regions PL1D map can be witls = 1 [bit], which is suffi-
Shannon’s note [26] that a deterministic system can not gafient for a binary RNG. 2J;, € B(j3) < J3is a generating par-
erate information. Actually, a chaotic system does not generation. 3) The number of parameters is very small and analysis
information, thatis, its evolution is completely determined by itsf sensitivity of map’s properties on parameters’ variations can
initial state H (x,, | x;) = 0. A chaotic system merely convertspe analytically attainable. 4) PL1D maps can be simply imple-
the information about its initial state into a form which is visiblenented by virtue of switched capacitor [16], [18] and switched
to the measuring system. Every letter in the coarse-grained fgarrent circuits [20], which can operate at high frequencies.
jectory, which is a sequence of letters, brings additional amountPL1D maps with more linear regions can have highgs,
of information about the initial state. To explain this, we definghich is desirable, but this is at the expense of additional hard-
arefinemeni3™ at stagen for a given partitions as consisting ware: more threshold levels, more logical circuits to determine
of the following regions: which region the current state belongs to, and of increased

number of parameters.

n ' How about other types of nonlinearity? Any other type of

Cxp ={XES|XE ﬂ 7+ (Cx,) ¢, X eM” nonlinearity is much more difficult to analyze. For example, the
j=1 logistic map contains only a quadratic term and we are still un-

' ' able to analytically find its natural invariant measure, metric and
wheref 1 (Cx,) = {x € S[f/7!(x) € Cx,}, for j = topological entropy except for the case of fully developed chaos
1,...,n. Foraparticular initial state; the firstn symbolsX{" s = 4. Finding the shape of redundancy in the macroscopic evo-

specify one region of” to whichx; belongs. The next symbol |ution for» < 4 is beyond the reach of current knowledge, while
Xn+1 brings a positive amount of informatidn, aboutx;, and  this is a tractable task for PL1D maps. Finding generating par-
points to the region of*** which containsx, . This additional titions for higher-dimensional maps is a difficult task. Practical
information is expressed through the fact thatm(3"*') <  jmplementation of logistic map and other maps with more com-
diam(s") forn > 1 with diam(3") being the maximum diam- plicated nonlinear terms is a difficult task too. The multiplier
eter of all the regions that™ consists of. This means that everyf analog signals from the practical realization of the logistic
new symbolX,, ., from the sequence;(x:) specifiesx; with  map in [27] operates at frequencies lower than switching cir-
higher and higher precision. if is a generating partition, then cuits from [16], [18], [20].

lim,, o, diam(3") = 0. So, two-region PL1D maps serve not only as a paradigm for

Now, the way a chaotic system can be used as an RNGeisaotic RNGs, but also as the most appropriate maps for RNG
obvious: find a partition3 of the state-space that produces gurposes.

DMIS. There are very simple chaotic maps that satisfy the re-

quirements for an RNG at theoretical level. Amongst the sing. Linear Conjugacy
g:;ﬁ(t: ?:Zgi;n;agigz'((ih_saxtgfywti?ﬁ f[ﬁl?/ uggg?ggz da?ﬁatgse I'o For every set of parameters of map (2), following transforma-
r = 4, and its homeomorphically conjugated maps such as

Bernoulli shift, tent map etc. Following binary generating par- (¢/ =Tp)/(Tr, —qy), forki <k} 3
tition 8 = {[0,1/2),[1/2,1)}, produces a binary DMIS. TV @ =T /(T — ), fork) > k) 3)
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the entropies, Lyapunov exponent, Markov character of part .
tions (to be described later on), and almost all other features 12
(2). Reduction in the number of parameters from five to three ", 06 0 0.6 12
results in a simpler analysis and better understanding of (4) th.... x

tha_lt ofmap (2). The factis thai < k further _decrease_s_the " Fig. 1. Map (4) fork, < k» < 2. Positive saturation valug, produces an
quired number of sets of parameters for a given precision. Fr@ffacting point P, while negative saturation vafuedoes not.

now on, our discussion will relate to map (4).

yields a linearly conjugate map 12
0) .
_ _Ja+kx,, forz, <0 <
ot = flan) = { —1+kox,, forz, >0 ) 0.6 .-

where parameters of (2) and (4) are related via .
{ kl = k'/l ](,'2 = ](,'/27 q1 = ?L:,Z;L/ 5 for k‘i S k'/2 (5) 01 - -?-
Ty —ql . .° E
kl = k/2 k‘g = kll, qr = qiL—fZ:ILZ’ for k{L > ]%/2 ‘
Due to the linear conjugacy between (2) and (4), map (4) retail 061

C. Parasitic Attractors
The most notable representative of the family of maps (4) i<

- 1423, forz, <0 ©6)
T 1424, forz, >0

wherek; = k; = 2,4 = 1. If it were possible to imple-
ment (6), then the problem of RNG would be immediately anc
easily solved, as mentioned at the end of Section II-B. How
ever, the following problems are present. Map (6) is chaotic o
the interval(—1, 1) only. Initial states out of this interval move
quickly to either—co or +o0o0. Map (6) is ergodic or{—1, 1)
and can come arbitrarily close tel and 1, when only a small
noise is sufficient to shift the map’s state out(efl, 1). There- x

fore, the ergodic I_nva”ant Sét_l_’ 1)is notan attraqtor' More- Fig. 2. Parasitic periodic orbit of period 8 (solid thin line) caused by a
over, the assumption of fluctuating parameters which may Caléﬁ%all positive saturation valug, < f(q:). Parameters of map (4) are
slopes larger than 2 is plausible in practical implementation @f = 1.105,k, = 1.93,k; = 1.8, 1 = —1.054 and/, = 0.698.

(4). For slopes:; = k2 > 2, the measure of initial states from

(—1,1) which remainin—1, 1) aftern iterations exponentially the intersection point of the lings= —1 + k. andy = =, and
decreases to 0 with, and map (4) exhibits chaotic motion on as equal tol/; = 1/(k2 — 1). Attracting point P is with basin of
Cantor set with zero measure. So, almost all initial states fraattraction(Us;, +00). As a result, power-on transient may lead
(—1,1) are attracted to eitheroc or +occ. In order to make to a parasitic stable point instead to the desired chaotic motion.
the chaotic motion attracting, one may employ Bernoulli shiffven when the power-on transient leads to the chaotic attractor,
Tnt1 = 2z, modl in which case(0,1) is a global attractor. if f(g1) is very close td/;, then a noise larger thdr, — f(g:1)
Actually, only two additional linear regions as in will force the map to leave the chaotic attractor and settle on the
point attractor P. A parasitic point attractor will appear unless

:15 I gx"’ ]]:g; x_" 1<<_1 <0 I, < Us. Onthe other hand, it is a mandatory requirement that
Tnt1 =19 4 +$2"’ for 0 < o xnl (7) I+ > f(q). Otherwise, a periodic attractor appears instead
L S I < of the intended chaotic attractor as illustrated on Fig. 2. In the

-3+ 2x, forz, > 1

sequel, we use the term parasitic periodic attractors to denote

would serve the purpose, but this requires additional threshdidth point and periodic attractors. In order to assure a reliable

circuits and more complex hardware, and entangles the analysjgeration of a chaos-based RNG, it is a must that the chaotic
In practical implementations of map (4), the maximum analttractor is with the global basin of attraction.

minimum values of the map’s states are limited by saturation.Hence, the region of allowed values for is (f(¢1), U>) and

This introduces regions of constant output values in map (@as a lengthk,/(k2 —1)—k2¢:. The maximum allowed change

as illustrated on Fig. 1. The chaotic attractor is bounded i@/ which does not cause a parasitic attractor is giveh by=

(—1,q). Ifthe map does notintersect with the ling1 = x,, (Uz— f(q1))/(Ua+f(q1)) = (ka/(ka—1)—kaq1)/(kaq1 — 1+

then there are no attracting points. When an attracting poitt(k; — 1)), where the numerator and denominator are length

exists, for example, point P from Fig. 2, then the basin of attraand median, respectively, of the region of allowed values for

tion of the chaotic attractor is&—cc, Uz) and does not include .. The derivative ofL with %, is negative fork: > (1 +

value I, corresponding to the positive saturation vallie.is ¢1)/(2q1), andL, decreases for largés. If k- is smaller than
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but very close to 2 ang, is close to 1, therd., is very small. In other words, every regioi; € /5 is mapped to a union of

Then, even if the nominal value @f assures a global chaoticregions fromg, that is, f(C;) N C; # 0 = f(C;) D C;. The

attractor, a small increase or decreask,ilue to a temperature notion of Markov partition can be refined to higher orders.

or a power supply fluctuation may destroy the chaotic motion. Definition 3: A partition 5 is a Markov partition of order

Similar problems arise wheh; = 2. The region of allowed r > 1 if

values forl_ is (I/1, f(—1)), wherel/; = —¢, /(k; —1),and is

with lengthg, k1 /(k; — 1) — k1. The maximum allowed change  f(B(8" )\ B(B"™1) #0 and f(B(B")) C B(B") (9)

inI_isL_ = |Uy— f(~DI/|Us+ F(~1)| = (quks /(b — 1)~

k1) /(k1 — qu + qi/(ky — 1)). Again, L decreases for larger that is, 7=t is not a Markov partition ang8” is a Markov

k1 whenk; > (q + 1)/2. I, andi_ are set to the median of partition. O

their allowed regions. For examplé,. = 0.2 means thaf In the remaining part of the paper, the term Markov partition

can changet20% from its nominal value without producing awill be used to denote a Markov partition of any finite order. If

parasitic attractor. The margin against appearance of paraditie successive states of the coarse grained dynamics are inde-

attractors isL. = min(L,,L_), where we implicitly assume pendent, then the partition is called Bernoulli partition. Markov

that variations i/, and/_ are with same extent. character of a partition is only a topological notion, and though
Parameterd_ and 7, influence the steady behavior of (4)itis anecessary condition, it does notimply Markov character of

only when parasitic attractors exist. Onte and 7 are such the information source in general. When the information source

that there are no parasitic attractafs,andZ, can be omitted is Markov, then its order is less than or equal to the order of the

from the analysis of (4). In the sequel, in order to keep (#arkov partition. If a Markov partition exists for a given map,

simple, we will not include description of the constant regions ifien the map is called Markov.

it, though we will keep in mind that these regions always exist. The main motivation to search for Markov partitions is pre-
From (3) and the need to avoid parasitic attractdrs, L_ > sented next. The following discussion will also support our deci-

0), it follows that behavior of (4) should be analyzed only in thsion to insist on piecewise linear maps. There is no general way

regionP = {(ky, ko, q1) |1 < k1 < 2,k; < ky < 2,k; —1 < to analytically find the natural invariant density using Perron-

g1 < 1/(k2 — 1)} of the 3-D parameter spaée x k2 X ¢;. Frobenius operator, and then to compute KS entropy or entropy
for a given partition. This problem is highly relieved and analyt-
D. Generating and Markov Partitions ically tractable when the chaotic information source is Markov.

_ ) _ _ _. Piecewise linear maps which are linear inside each of the re-
In the sequel, we will consider a binary generating partitiofions of the Markov partition give rise to a Markov source [28],
B ={C1,Cz} only, whereC; = (g2,0) andC; = [0,q1). Thus, [29]. Their natural invariant density is piecewise constant, and
we implicitly assume that there is no mismatch between ti&rron-Frobenius operator can be substituted by the transition

boundary point 0 of and the discontinuity point 0 of the PL1D stochastic matrix of the Markov source whose transition proba-
map. This assumption is justified by the practical implementgjiities are [30]

tion of the PL1D map and the RNG, where a single threshold
circuit is used to both iterate the map, that is, to implement the
discontinuity point 0 and to generate output bits, that is, to im-
plement boundary point 0 gf. Using a single threshold circuit
also implies simpler hardware. where £(-) denotes Lebesque measure. One can analytically
Clearly, we are interested in the properties of the informatidid transition probabilities”;; via (10), state probabilities via
source emerging from the tapping of (4) in tRepartitioned inverting or iterating the transition matrix, natural invariant den-
state space. Is it a Markov chain? If yes, then what is the ordid®y Via dividing region’s probabilities by region's Lebesque
of the Markov chain? And what is the dependence of the order8fasures, and structure and amount of information redundancy.

the Markov chain on the parameters? Are the parameters whif, @€ not aware of work showing Markov character of sym-
give rise to a Markov chain dense in the parameter re@in bolic dynamics for other families of Markov maps other than

Answers to these questions will also provide a clue to the soufd&CcewIse linear ones.

and shape of the redundancy contained in the binary sequencé:.rom thef pllleceWﬁe Ilnelarli;y Ofé4.)t an adtd|t|on1al_tcruct:.|al con-
This way, we can evaluate cost of the task of removing this rgequence Toflows. Namely, i and 1ts nextn — 1 lterations
B long to a same linear region, therand /" (z) are simply

dundangylnterms of required hgrdvyare and reduction ofth'e DIl ted. If fiz) < 0fori — 0.1,...,m — 1, then f*(z) —
generation rate. Such an analysis will also reveal computational—»"1 ", n i .
) : . o kY + kPa. If f/(z) > 0fori=0,1,...,n — 1, then
complexity of the task to an intruder who wants to recognize thif el L
; . ; S (x) = =130 " ky+k3z. As shown later on, this simplicity
redundancy and benefit from it e.g., by reducing the searchi g (12 .
. : ofthe composition of (4) enables us to easily search for Markov
of the key space, is faced with. Mmans
Next, we define the notion of a Markov partition. pS.
Definition 2: A partition 2 is a Markov partition (of order 1)
if the boundaried3(3) are kept invariant by the dynamics

_ LG n i)

E. Dependence on Parameters

Smaller values fok; andk, give a larger margin against com-
plete failure in sense of abandoning the chaotic motion. On the
F(B(B)) C B(3).O (8) other hand, values fdr; andk, closer to 2 give higher entropy
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hks. So, when designing an RNG, one must reach a comprodf /3 is a Markov partition of order, then{ f,(—1), f1(1)} €
mise on the slopeks; andk,. Making a proper compromise andU}’=1 N0y and{ f1(~1), f1(1)} & U;i f79(0). Thus,
a proper choice of parameters for RNG purposes is possible ofifif (—1), f1(1)} € f;"7(0) = fi(-1) = (1) = 0, and
if we understood the consequences of changés @ndky as  {f,(—1), f1(1)} & f,°T(0) = fi(-1) # 0,fi(1) # 0
well asg; onto the information generation mechanism. for j < 7. Thus,r is the smallest integer such thgt(—1) =

In this subsection, we search for parameters for wiidb  f7(1) = 0. O
a Markov partition for map (4). Searching and analyzing the What is the set of parametetdor which previous condition
(three—dimensional) 3-D parameter regiBris difficult to ac- s satisfied? Following Lemma provides us with the answer.
complish. Therefore we analyze certain 1-D regions only. For Lemma 2: 3 is a Markov partition of order if and only if » is
these regions we are capable to derive mathematical equatigfssmallest integer for which there exists a vector of positive in-
for the parameters for whictis a Markov partition, and to un- tegersJ = [J1, Jo, ..., Jy,]. J; < Jm.i = 1,...,m satisfying
derstand the consequences for the random number generationy 3~'="" J; = r such thatt is a root of the polynomial
process. From observed phenomena in these regions we will de-

duce conclusions on behavior of map in the 3-D re¢ioihese i=m
conclusions will enable us to choose optimum parameters. (—)mES T =23 (1) - 1=0 (12)
We have analyzed different 1-D regions, but here we present i=1
only the results for the following 1-D region:
whereSy =0,5; =S;_1 + J;fori=1,...,m. O
P ={(k1, k2, 1) |1 <ka=k <2,q =1} Proof: For a givenr iterations of 1 may make different

_ number of hopsr betweerC; andC- before reaching 0. For a
where the slopes are equal = k» = k, offsets are symmetric given,, denote the numbers of consecutive iterations spent in

¢ = 1 and—1, andk denotes the common value of slopes igne region as a vector of positive integdrs: (J1, Ja, . . ., Jm)

the two regions. Thus, (4) transforms into satisfying—1 + 37", J; = r. For exampleJ = (3,4,2,5)
0/ 4 5 6

1+ke, forz, <0 meansr = 13, f(1),..., fi(1) € Ci, f7(1), f7(1) € C2,

s = fie) = { LT S0y ) () e e and s (1) f5(0) =0 € € No

pointz ¢ {—1,1} can spend more thaf,, consecutive itera-
Topological and metric entropy are equaldg k, and the Lya- tions inC; or C,. Since the defining equation gf is different
punov exponent is positivé = In k. Map (11) behaves as anin ¢; and(Cs, it follows that the starting equatiofj (1) = 0 will
information source with source entropyg &, and redundancy transform into different forms for samebut differentJ, each
1 —logk in -partitioned space. form being uniquely determined by i Then, having in mind

In [31], [32], the issue of construction of Markov generatingemma 1, in order to prove Lemma 2 we only need to demon-

partition for 1-D maps was addressed. For a partificdio be strate that for gived f7(1) = 0 transforms into (12). Having
generating, it must include all extrema of the map, which dividgpecifiedJ, from £7(1) = 0 we obtain a set ofn equations
the map into monotonic laps. For a generating partitido be

Markov, all the points from3(/3) must either lie or settle in a Ji—1
finite number of iterations on unstable periodic orbits, and all the — Z E+ak>=0
iterations of points froni, which make a finite set, must belong §=0
to B(/3). Here, we are interested in the opposite problem: how Ja—1
to find the set of parameters for whighis a Markov generating - Z B 4 ask”® = —ay
partition. j=0
Lemma 1: 3 is a Markov partition of order if and only if »
is the smallest integer such thgt(1) = 0. O I1 .
Proof: Odd symmetryf,(—z) = — fi(z) of Eq. (11) im- _ Z Wt ak’ = —a,
plies f71(1) =0 & fI~(—1) = 0. We have . ’ i
BT = J 7 Be) = {—1, iy f1”1<0>} P
=1 =1 - Z IV] + CLrn—lkJM71 = —Qm-2
r—1 5=0
f(B(B")) = {f(—l),f(l), -1, fl’“(O)} : Tl
j=1

— Y AR = —an
j=0

Thus, f(B(B"N\B(B") is either{ f1(—1), f1(1)} or {.
If f7(1) =0, then{-1,1} € fl_T()())) = {/i(=1), (1)} € substitutingz;_; from theith equation into thé; — 1)th equa-

THO) = FBBT) \ B(BT) = 0. If ris the tionfori = m,...,2, we get
smallest integer such thaf/(1) = 0, then {—1,1} ¢
UiZi 770 = {A(-1),AQ)} ¢ Ui 770 = m—1 Tl

FOB(BONB(B™L) = {£.(~1), fi(1)} and B is a Markov (COmES 4+ S Y k=0
i=0 =0

partition of orderr.
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IV. CONCLUSION

An RNG based on a 2-regions PL1D chaotic map is analyzed,

which overcomes the drawbacks of classical RNGs: reliance on

whereSy = 0, 5; = S;_; + J;fori = 1,...,m, andr =
Sim — 1. Substitutingy™ " k7 = (k7 — 1) /(k — 1) we get
m—1
(“D)"ES (k= 1)+ Y (1) RS (R — 1)
:=0
m—1 ]
= (DR (R =D 3 (R k) =0

=0

the assumed randomness of a physical process, inability to an-
alyze and optimize the RNG, inability to compute probabili-
ties and entropy of the RNG, and inconclusiveness of statistical
tests. We exploit the deterministic part of the nature of chaos
and the simplicity of the 2-regions PL1D map to extend existing
works on chaos-based RNGs, and to give mathematical analysis

of the information generation mechanism.

After some transformations, we get

i=1 [2]
and the proof is finished. O (3]

The set ofk values which produce Markov partitions is a
countably infinite set, and therefore is with Lebesque measurgs]
0. Though improbable in practice, thekeralues are dense in
P1, and information generation mechanism can be analytically
analyzed arbitrarily close to any point froR, .

Forl < k < v/2the map is still chaotic but its attractor is not
the whole interval—1, 1) any more. One can easily show that 7]
for 1 < k < /2, wherefZ(—1) > fi(1), chaotic attractor is
bounded tg—1, f2(1)) U[f1(~1). f1(1)) U[f2(~1),1). While
theintervalg§7_,—1) and[1, 7] are attracted to the attractor in
a finite (small) number of iterations, the measure of points from [9]
A =[f2(1), fr(=1)U[f(1), f2(—1)) which aftern iterations
are still in A exponentially decreases with until eventually
only the two fixed points offZ, +1/(k + 1), remain inA. The
mapyZ(z) can be decomposed into two maffs(z) andfZ, ()
which are both conjugate tf (z) with slopek?. This proves
a nonmixing behavior of the map far < k£ < V2. If 3is
a Markov partition of order for slope’, then for slopev/k
the order is2r + 1. For1 < k < /2 symbolic sequences for [13]
points on the chaotic attractor consist of binary pairs 01 and 10.
Such a structured redundancy can be easily removed by skippirttf
every second bit, and this way one obtains a binary sequence
with entropylog k2. Skipping every second bit is equivalent to [15]
obtaining the bits from eithef?, (z) or f2 (x). 3 is generating
partition for fi(x), f,(x) and f7, (). For V2 < k < v2, 6
Markov chain is a periodic persistent group of order 2. This
discussion can be easily generalized forv2 < k < /2
e.g..f2" (z) is decomposable intz)* maps which are all linearly [17]
conjugate tof, (x) with slopek?".

On basis of the results presented in this sub-section we con-
jecture that sensitive dependence of Markov partition’s order ohls]
parameter changes is typical for chaotic maps. In other words,
Markov character of a partition is not a generic property and &.°!
small perturbation of the chaotic map will destroy the Markov
character. This sub-section leads to another conclusion, the get]
of parameters for whicl# is a Markov partition is dense in the
parameter regio®. We give following plausible explanation.
Condition (8) reduces to the requirement tiyaand—1 belong
to the basins of attraction of two periodic orbits. From the er{22]
godicity of map (4) it follows that this condition can be satisfied
for any region inP.

5]
(6]

(8]

[10]

(11]

(12]

[21]
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