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Chaos-Based Random Number Generators—Part I:
Analysis
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Abstract—This paper and its companion (Part II) are devoted
to the analysis of the application of a chaotic piecewise-linear one-
dimensional (PL1D) map as random number generator (RNG).
Piecewise linearity of the map enables us to mathematically find
parameter values for which a generating partition is Markov and
the RNG behaves as a Markov information source, and then to
mathematically analyze the information generation process and
the RNG. In the companion paper we discuss practical aspects of
our chaos-based RNGs.

Index Terms—Chaos, random number generator, symbolic dy-
namics.

I. INTRODUCTION

RANDOM number generators (RNGs) are useful in every
scientific area which uses Monte Carlo methods [1]. It is

difficult to imagine a scientific area where Monte Carlo methods
and RNGs are not used. Extremely important is the application
of RNGs in cryptography for generation of cryptographic keys,
and random initialization of certain variables in cryptographic
protocols.

The choice of the RNG for a specific application depends on
the requirements specific to the given application. If the ability
to regenerate the random sequence is of crucial significance
such as debugging simulations, or the randomness require-
ments are not very stringent (flying through space on your
screen saver), or the hardware generation costs are unjustified,
then one should resort to pseudo-random number generators
(PRNGs). PRNGs are algorithms implemented on finite-state
machines and are capable of generating sequences of numbers
which appear random-like from many aspects. Though they
are necessarily periodic (“Anyone who considers arithmetical
methods of producing random digits is, of course, in a state
of sin”, John von Neumann), their periods are very long, they
pass many statistical tests and can be easily implemented with
simple and fast software routines. However, when ultimate
security is necessary one must turn to the only cipher which
is theoretically unbreakable—one-time pad [2]. This cipher
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requires a truly random sequence, and PRNGs are inappro-
priate for such a purpose. It is also an absolute necessity that
cryptographic keys and initialization variables in cryptographic
protocols are generated by RNGs. Otherwise, if a PRNG is
employed, then security of the cryptographic algorithm and
protocol can be no higher than the security of the PRNG. So,
in all these cases where PRNGs are not suitable and unpre-
dictability isa more important requirement than repeatibility,
one must turn to generators of truly random numbers. In the
remaining part of the paper we will use the notion RNG to
denote solely the generators of truly random numbers.

It is widely accepted that the core of any RNG must be an
intrinsically random physical process. So, it is no surprise that
the proposals and implementations of RNGs range from tossing
a coin, throwing a dice [3], drawing from a urn, drawing from a
deck of cards and spinning a roulette to measuring thermal noise
from a resistor and shot noise from a Zener diode or a vacuum
tube [4]–[9], measuring radioactive decay from a radioactive
source [4]–[6], [10], integrating dark current from a metal insu-
lator semiconductor capacitor [11], detecting locations of pho-
toevents [12], and sampling a stable high-frequency oscillator
with an unstable low-frequency clock [13]–[15]. There exist cer-
tain methods to convert the assumed randomness of a physical
process into a sequence of discrete random variables (desirably
independent and with identical distribution), most usually bi-
nary ones, and later on to derive the desired distribution from
them. These methods suffer from the random and uncontrollable
appearance of the random physical process, and consequently
introduce biases in the binary sequence. In order to reduce any
biases in the produced distribution, postprocessing of the pro-
duced sequence on a digital computer is usually done. Finally,
the proper design and correct work (no silent breakdowns) of
the RNG, and the assumed randomness of the physical process
are checked via extensive statistical tests. However, one should
keep in mind that no finite number of statistical tests can prove
that a sequence is random, tests can only show that a sequence
is not random.

Theory and tools of nonlinear systems and their chaotic
behavior have provided an alternative and qualitatively different
type of RNGs. Several authors have already proposed to use
chaotic systems as sources of physical randomness [16]–[23].
When using chaotic systems, there is no need to assume the ran-
domness, since when observed in a coarse-grained state-space
they do behave randomly. However, the existing designs of
chaotic RNGs still exhibit the same drawbacks as the classical
RNGs based on the assumed randomness of a physical process.

To construct an RNG based on chaos, in this paper we exploit
the double nature of chaos, deterministic in microscopic space
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and by its defining equations, and random in macroscopic space.
For our RNG, we can understand the mechanism of informa-
tion source and can analytically analyze it in terms of Markov
source state transition probabilities. Therefore, for our chaotic
RNG and for any other chaotic RNG whose information gen-
eration mechanism is completely understood and analyzed,in
principal at theoretical levelthere is no need for statistical tests.
Our chaos-based RNG is mathematically proven to act as an in-
formation source, is not prone to silent breakdowns, its optimum
parameters can be found, and it can be efficiently implemented
on-chip.

Here is the layout of our paper. In Section II-A we define
the notion of RNG. Section II-B introduces some notions from
the theory of chaos which are necessary for the remaining dis-
cussion, and mathematically describes randomness and unpre-
dictability of deterministic chaos. Section III shows the way a
RNG based on a chaotic map can be analyzed. Concluding re-
marks are given in Section IV.

II. CHAOS AND RNGS

Theory of chaos, as a branch of theory of nonlinear dynamical
systems, has brought to our attention a somewhat surprising fact,
low-dimensional dynamical systems are capable of complex and
unpredictable behavior. Complexity of defining equations of the
source is not a necessary condition for generation of a random
sequence. Making the RNG susceptible to influences from many
independent random influences, as in [15], is not a necessity.

A. Definition of RNG

Definition 1: An ideal RNG is a discretememorylessinfor-
mation source (DMIS) that generatesequiprobablesymbols. An
RNG is a discrete information source with positive entropy.

An RNG is desired to generate a sequence of independent,
identically distributed random variables. As shown later on
several causes make it extremely difficult to implement an ideal
RNG. A practical RNG behaves as an information source with
memory and generates nonequiprobable symbols. Whenever
appropriate, we will use the termbiased RNGto distinguish it
from the notion of ideal RNG as defined in Def. 1.

Quality of a biased RNG will be measured through its redun-
dancy where and are cardinality and en-
tropy (to be defined later on in Section II) of the corresponding
information source, respectively. Redundancy of an ideal RNG
is equal to 0, and a nonzero redundancy of a biased RNG is a
measure of its deviation from an ideal RNG. As an illustration
of the usefulness of redundancy, we give an example. If an RNG
with redundancy generates cryptographic keys with length
bits, then an enemy will search on average keys before
finding the right key and an effective length of the keys can be
defined as .

B. Randomness in Deterministic Chaos

Throughout the paper, we will be considering onlydetermin-
istic chaoticdiscrete time dynamical systems

(1)

whose defining maps contain no random terms of
any nature (noisy perturbations of the system’s state, random
variations of the parameter values etc.). We examine only dy-
namical systems whose evolution is determined by the defining
vector field and the initial condition . However, to completely
specify an initial condition an infinite amount of information
and a measuring system with an infinite precision are required,
which are both intractable. What are the effects of a measuring
system’s finite precision?

Measuring an initial (and future) state is equivalent to parti-
tioning the state space into a finite number of regions, and ob-
serving the evolution in this macroscopic world. Any set of
disjoint regions which covers the state space

of (1) is called a partition of (1), that is

for

The partition with is called trivial partition. For a parti-
tion , we denote the union of boundaries between regions of
as . If we allow for the regions of to overlap, then the set

is called open cover of .
A unique symbol is as-

signed to every region . The process of partitioning the
state space, assigning symbols to every region from the parti-
tion, and the resulting macroscopic dynamics are called sym-
bolic dynamics. Denote with , the space of all
sequences with infinite length, where

. This way, we obtain a map defined as

for

which assigns a sequence to every point ,
and is the symbol generated at time. Since (1) is chaotic,

, may expand over several regions for some .
Different initial states belonging to the same region will
produce different observations at some later time . From
the viewpoint of our measuring system, identical macroscopic
initial states evolve differently. A loss of determinism occurred,
and transitions between the regions ofcan only be specified
by means of probabilities. Partitioning of the state space turns
the deterministic chaotic system (1) into an ergodic information
source which can be analyzed in terms of information theory.
Ergodicity of the source follows from the assumption that (1)
has a single chaotic attractor, that is, from the ergodicity of its
invariant measure [25]. The source tends to become stationary
for mixing maps, in which case every initial measure leads to the
ergodic invariant measure. For the newly obtained information
source one can compute entropies

with being the probability of occurrence of trajectory
subsequence (word) . quantifies the average uncertainty
when predicting words of length. Throughout the paper, we
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use logarithms with base 2 and the amount of information will
be expressed in bits. The conditional entropy of the -th
symbol in the macroscopic trajectory when the previoussym-
bols are known is equal to

for

for

Source entropy of (1) for a partition is defined by

Kolmogorov-Sinai (KS) entropy of (1) is the supremum of the
source entropy over all possible partitions

If , then is a generating partition. An interesting
property of a generating partition is that the corresponding
map is injective, that is, .

Turning a deterministic chaotic system into an information
source via partitioning of the state-space is not in collision with
Shannon’s note [26] that a deterministic system can not gen-
erate information. Actually, a chaotic system does not generate
information, that is, its evolution is completely determined by its
initial state . A chaotic system merely converts
the information about its initial state into a form which is visible
to the measuring system. Every letter in the coarse-grained tra-
jectory, which is a sequence of letters, brings additional amount
of information about the initial state. To explain this, we define
a refinement at stage for a given partition as consisting
of the following regions:

where , for
. For a particular initial state the first symbols

specify one region of to which belongs. The next symbol
brings a positive amount of information about , and

points to the region of which contains . This additional
information is expressed through the fact that

for with being the maximum diam-
eter of all the regions that consists of. This means that every
new symbol from the sequence specifies with
higher and higher precision. If is a generating partition, then

.
Now, the way a chaotic system can be used as an RNG is

obvious: find a partition of the state-space that produces a
DMIS. There are very simple chaotic maps that satisfy the re-
quirements for an RNG at theoretical level. Amongst the sim-
plest chaotic maps which satisfy the requirements are, the lo-
gistic map with fully developed chaos

, and its homeomorphically conjugated maps such as
Bernoulli shift, tent map etc. Following binary generating par-
tition , produces a binary DMIS.

III. A NALYSIS OF CHAOS-BASED RNGS

A. Simplicity of Piecewise Linearity

Current knowledge in chaos theory allows us to rigorously
analyze only very simple dynamical systems, while for high-di-
mensional systems or those with complicated nonlinearity one
must rely on numerical analysis. The advantages of chaos-based
RNGs over classical ones emerge from the existence of math-
ematical tools for analysis of chaotic systems, and particularly
from their information generation mechanism. Therefore, when
one designs a chaos-based RNG, one should stick to the simplest
to analyze and understand chaotic systems. As shown later on,
this ability is the key for the optimum design of an RNG. Con-
sequently, it is no surprise that we choose and analyze a class of
PL1D maps defined with

for
for

(2)

where . As map (2) is expanding
everywhere, there are no micro Feigenbaum diagrams (there are
no stable periodic windows) in the chaotic region.

Why do we consider PL1D maps as being very simple? 1) A
2-regions PL1D map can be with [bit], which is suffi-
cient for a binary RNG. 2) is a generating par-
tition. 3) The number of parameters is very small and analysis
of sensitivity of map’s properties on parameters’ variations can
be analytically attainable. 4) PL1D maps can be simply imple-
mented by virtue of switched capacitor [16], [18] and switched
current circuits [20], which can operate at high frequencies.

PL1D maps with more linear regions can have higher ,
which is desirable, but this is at the expense of additional hard-
ware: more threshold levels, more logical circuits to determine
which region the current state belongs to, and of increased
number of parameters.

How about other types of nonlinearity? Any other type of
nonlinearity is much more difficult to analyze. For example, the
logistic map contains only a quadratic term and we are still un-
able to analytically find its natural invariant measure, metric and
topological entropy except for the case of fully developed chaos

. Finding the shape of redundancy in the macroscopic evo-
lution for is beyond the reach of current knowledge, while
this is a tractable task for PL1D maps. Finding generating par-
titions for higher-dimensional maps is a difficult task. Practical
implementation of logistic map and other maps with more com-
plicated nonlinear terms is a difficult task too. The multiplier
of analog signals from the practical realization of the logistic
map in [27] operates at frequencies lower than switching cir-
cuits from [16], [18], [20].

So, two-region PL1D maps serve not only as a paradigm for
chaotic RNGs, but also as the most appropriate maps for RNG
purposes.

B. Linear Conjugacy

For every set of parameters of map (2), following transforma-
tion

for
for

(3)



284 IEEE TRANSACTIONS ON CIRCUITS AND SYSTEMS—I: FUNDAMENTAL THEORY AND APPLICATIONS, VOL. 48, NO. 3, MARCH 2001

yields a linearly conjugate map

for
for

(4)

where parameters of (2) and (4) are related via

for

for
(5)

Due to the linear conjugacy between (2) and (4), map (4) retains
the entropies, Lyapunov exponent, Markov character of parti-
tions (to be described later on), and almost all other features of
(2). Reduction in the number of parameters from five to three,
results in a simpler analysis and better understanding of (4) than
that of map (2). The fact is that further decreases the re-
quired number of sets of parameters for a given precision. From
now on, our discussion will relate to map (4).

C. Parasitic Attractors

The most notable representative of the family of maps (4) is

for
for

(6)

where . If it were possible to imple-
ment (6), then the problem of RNG would be immediately and
easily solved, as mentioned at the end of Section II-B. How-
ever, the following problems are present. Map (6) is chaotic on
the interval only. Initial states out of this interval move
quickly to either or . Map (6) is ergodic on
and can come arbitrarily close to and 1, when only a small
noise is sufficient to shift the map’s state out of . There-
fore, the ergodic invariant set is not an attractor. More-
over, the assumption of fluctuating parameters which may cause
slopes larger than 2 is plausible in practical implementation of
(4). For slopes , the measure of initial states from

which remain in after iterations exponentially
decreases to 0 with, and map (4) exhibits chaotic motion on a
Cantor set with zero measure. So, almost all initial states from

are attracted to either or . In order to make
the chaotic motion attracting, one may employ Bernoulli shift

mod in which case is a global attractor.
Actually, only two additional linear regions as in

for
for
for
for

(7)

would serve the purpose, but this requires additional threshold
circuits and more complex hardware, and entangles the analysis.

In practical implementations of map (4), the maximum and
minimum values of the map’s states are limited by saturation.
This introduces regions of constant output values in map (4)
as illustrated on Fig. 1. The chaotic attractor is bounded to

. If the map does not intersect with the line ,
then there are no attracting points. When an attracting point
exists, for example, point P from Fig. 2, then the basin of attrac-
tion of the chaotic attractor is and does not include
value corresponding to the positive saturation value.is

Fig. 1. Map (4) fork < k < 2. Positive saturation valueI produces an
attracting point P, while negative saturation valueI does not.

Fig. 2. Parasitic periodic orbit of period 8 (solid thin line) caused by a
small positive saturation valueI < f(q ). Parameters of map (4) are
q = 1:105; k = 1:93; k = 1:8; I = �1:054 andI = 0:698.

the intersection point of the lines and , and
is equal to . Attracting point P is with basin of
attraction . As a result, power-on transient may lead
to a parasitic stable point instead to the desired chaotic motion.
Even when the power-on transient leads to the chaotic attractor,
if is very close to , then a noise larger than
will force the map to leave the chaotic attractor and settle on the
point attractor P. A parasitic point attractor will appear unless

. On the other hand, it is a mandatory requirement that
. Otherwise, a periodic attractor appears instead

of the intended chaotic attractor as illustrated on Fig. 2. In the
sequel, we use the term parasitic periodic attractors to denote
both point and periodic attractors. In order to assure a reliable
operation of a chaos-based RNG, it is a must that the chaotic
attractor is with the global basin of attraction.

Hence, the region of allowed values for is and
has a length, . The maximum allowed change
in which does not cause a parasitic attractor is given by

, where the numerator and denominator are length
and median, respectively, of the region of allowed values for

. The derivative of with is negative for
, and decreases for larger . If is smaller than
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but very close to 2 and is close to 1, then is very small.
Then, even if the nominal value of assures a global chaotic
attractor, a small increase or decrease indue to a temperature
or a power supply fluctuation may destroy the chaotic motion.
Similar problems arise when . The region of allowed
values for is , where , and is
with length . The maximum allowed change
in is

. Again, decreases for larger
when . and are set to the median of

their allowed regions. For example, means that
can change % from its nominal value without producing a
parasitic attractor. The margin against appearance of parasitic
attractors is , where we implicitly assume
that variations in and are with same extent.

Parameters and influence the steady behavior of (4)
only when parasitic attractors exist. Once and are such
that there are no parasitic attractors,and can be omitted
from the analysis of (4). In the sequel, in order to keep (4)
simple, we will not include description of the constant regions in
it, though we will keep in mind that these regions always exist.

From (3) and the need to avoid parasitic attractors
, it follows that behavior of (4) should be analyzed only in the

region
of the 3-D parameter space .

D. Generating and Markov Partitions

In the sequel, we will consider a binary generating partition
only, where and . Thus,

we implicitly assume that there is no mismatch between the
boundary point 0 of and the discontinuity point 0 of the PL1D
map. This assumption is justified by the practical implementa-
tion of the PL1D map and the RNG, where a single threshold
circuit is used to both iterate the map, that is, to implement the
discontinuity point 0 and to generate output bits, that is, to im-
plement boundary point 0 of. Using a single threshold circuit
also implies simpler hardware.

Clearly, we are interested in the properties of the information
source emerging from the tapping of (4) in thepartitioned
state space. Is it a Markov chain? If yes, then what is the order
of the Markov chain? And what is the dependence of the order of
the Markov chain on the parameters? Are the parameters which
give rise to a Markov chain dense in the parameter region?
Answers to these questions will also provide a clue to the source
and shape of the redundancy contained in the binary sequence.
This way, we can evaluate cost of the task of removing this re-
dundancy in terms of required hardware and reduction of the bit
generation rate. Such an analysis will also reveal computational
complexity of the task to an intruder who wants to recognize this
redundancy and benefit from it e.g., by reducing the searching
of the key space, is faced with.

Next, we define the notion of a Markov partition.
Definition 2: A partition is a Markov partition (of order 1)

if the boundaries are kept invariant by the dynamics

(8)

In other words, every region is mapped to a union of
regions from , that is, . The
notion of Markov partition can be refined to higher orders.

Definition 3: A partition is a Markov partition of order
if

and (9)

that is, is not a Markov partition and is a Markov
partition.

In the remaining part of the paper, the term Markov partition
will be used to denote a Markov partition of any finite order. If
the successive states of the coarse grained dynamics are inde-
pendent, then the partition is called Bernoulli partition. Markov
character of a partition is only a topological notion, and though
it is a necessary condition, it does not imply Markov character of
the information source in general. When the information source
is Markov, then its order is less than or equal to the order of the
Markov partition. If a Markov partition exists for a given map,
then the map is called Markov.

The main motivation to search for Markov partitions is pre-
sented next. The following discussion will also support our deci-
sion to insist on piecewise linear maps. There is no general way
to analytically find the natural invariant density using Perron-
Frobenius operator, and then to compute KS entropy or entropy
for a given partition. This problem is highly relieved and analyt-
ically tractable when the chaotic information source is Markov.
Piecewise linear maps which are linear inside each of the re-
gions of the Markov partition give rise to a Markov source [28],
[29]. Their natural invariant density is piecewise constant, and
Perron-Frobenius operator can be substituted by the transition
stochastic matrix of the Markov source whose transition proba-
bilities are [30]

(10)

where denotes Lebesque measure. One can analytically
find transition probabilities via (10), state probabilities via
inverting or iterating the transition matrix, natural invariant den-
sity via dividing region’s probabilities by region’s Lebesque
measures, and structure and amount of information redundancy.
We are not aware of work showing Markov character of sym-
bolic dynamics for other families of Markov maps other than
piecewise linear ones.

From the piecewise linearity of (4) an additional crucial con-
sequence follows. Namely, if and its next iterations
belong to a same linear region, thenand are simply
related. If for , then

. If for , then
. As shown later on, this simplicity

of the composition of (4) enables us to easily search for Markov
maps.

E. Dependence on Parameters

Smaller values for and give a larger margin against com-
plete failure in sense of abandoning the chaotic motion. On the
other hand, values for and closer to 2 give higher entropy
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. So, when designing an RNG, one must reach a compro-
mise on the slopes and . Making a proper compromise and
a proper choice of parameters for RNG purposes is possible only
if we understood the consequences of changes inand as
well as onto the information generation mechanism.

In this subsection, we search for parameters for whichis
a Markov partition for map (4). Searching and analyzing the
(three–dimensional) 3-D parameter regionis difficult to ac-
complish. Therefore we analyze certain 1-D regions only. For
these regions we are capable to derive mathematical equations
for the parameters for which is a Markov partition, and to un-
derstand the consequences for the random number generation
process. From observed phenomena in these regions we will de-
duce conclusions on behavior of map in the 3-D region. These
conclusions will enable us to choose optimum parameters.

We have analyzed different 1-D regions, but here we present
only the results for the following 1-D region:

where the slopes are equal , offsets are symmetric
and , and denotes the common value of slopes in

the two regions. Thus, (4) transforms into

for
for

(11)

Topological and metric entropy are equal to , and the Lya-
punov exponent is positive . Map (11) behaves as an
information source with source entropy , and redundancy

in -partitioned space.
In [31], [32], the issue of construction of Markov generating

partition for 1–D maps was addressed. For a partitionto be
generating, it must include all extrema of the map, which divide
the map into monotonic laps. For a generating partitionto be
Markov, all the points from must either lie or settle in a
finite number of iterations on unstable periodic orbits, and all the
iterations of points from , which make a finite set, must belong
to . Here, we are interested in the opposite problem: how
to find the set of parameters for whichis a Markov generating
partition.

Lemma 1: is a Markov partition of order if and only if
is the smallest integer such that .

Proof: Odd symmetry of Eq. (11) im-
plies . We have

Thus, is either or .
If , then

. If is the
smallest integer such that , then

and is a Markov
partition of order .

If is a Markov partition of order, then
and . Thus,

, and

for . Thus, is the smallest integer such that
.

What is the set of parametersfor which previous condition
is satisfied? Following Lemma provides us with the answer.

Lemma 2: is a Markov partition of order if and only if is
the smallest integer for which there exists a vector of positive in-
tegers satisfying

such that is a root of the polynomial

(12)

where for .
Proof: For a given iterations of 1 may make different

number of hops between and before reaching 0. For a
given , denote the numbers of consecutive iterations spent in
one region as a vector of positive integers
satisfying . For example,
means ,

, and . No
point can spend more than consecutive itera-
tions in or . Since the defining equation of is different
in and , it follows that the starting equation will
transform into different forms for samebut different , each
form being uniquely determined by its. Then, having in mind
Lemma 1, in order to prove Lemma 2 we only need to demon-
strate that for given transforms into (12). Having
specified , from we obtain a set of equations

...

...

Substituting from the th equation into the th equa-
tion for , we get
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where for , and
. Substituting we get

After some transformations, we get

and the proof is finished.
The set of values which produce Markov partitions is a

countably infinite set, and therefore is with Lebesque measure
0. Though improbable in practice, thesevalues are dense in

, and information generation mechanism can be analytically
analyzed arbitrarily close to any point from .

For the map is still chaotic but its attractor is not
the whole interval any more. One can easily show that
for , where , chaotic attractor is
bounded to . While
the intervals and are attracted to the attractor in
a finite (small) number of iterations, the measure of points from

which after iterations
are still in exponentially decreases with, until eventually
only the two fixed points of , remain in . The
map can be decomposed into two maps and
which are both conjugate to with slope . This proves
a nonmixing behavior of the map for . If is
a Markov partition of order for slope , then for slope
the order is . For symbolic sequences for
points on the chaotic attractor consist of binary pairs 01 and 10.
Such a structured redundancy can be easily removed by skipping
every second bit, and this way one obtains a binary sequence
with entropy . Skipping every second bit is equivalent to
obtaining the bits from either or . is generating
partition for and . For ,
Markov chain is a periodic persistent group of order 2. This
discussion can be easily generalized for
e.g., is decomposable into maps which are all linearly
conjugate to with slope .

On basis of the results presented in this sub-section we con-
jecture that sensitive dependence of Markov partition’s order on
parameter changes is typical for chaotic maps. In other words,
Markov character of a partition is not a generic property and a
small perturbation of the chaotic map will destroy the Markov
character. This sub-section leads to another conclusion, the set
of parameters for which is a Markov partition is dense in the
parameter region . We give following plausible explanation.
Condition (8) reduces to the requirement thatand belong
to the basins of attraction of two periodic orbits. From the er-
godicity of map (4) it follows that this condition can be satisfied
for any region in .

IV. CONCLUSION

An RNG based on a 2-regions PL1D chaotic map is analyzed,
which overcomes the drawbacks of classical RNGs: reliance on
the assumed randomness of a physical process, inability to an-
alyze and optimize the RNG, inability to compute probabili-
ties and entropy of the RNG, and inconclusiveness of statistical
tests. We exploit the deterministic part of the nature of chaos
and the simplicity of the 2-regions PL1D map to extend existing
works on chaos-based RNGs, and to give mathematical analysis
of the information generation mechanism.
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